1/4 



52 






CPU 



11 External 
Devices 



J 



10 Switch On Chip (SOC) 



15 Gigabit 
Ports 



17 Ethernet 
Ports 



Fig. 1 



^FROM INPUT FIFO 

27 



271 272 



LOGIC 




FILTER 
MASKS 


< ► 



TO RULES 



273 



FLOW 


TABLE 




MONITOR 




► 



Fig. 4 



2/4 




3/4 



Input FIFO 



33 



31 



32 



Port Based 
VLAN Table 
25 



ARL Engine 
(L2/L3 Search 
Engine) 

24 



27 



29 



802. 1q 
Tagged VLAN 

Table ^ 
26 



ARL Table 
L3 Table 

21 



22 



Message 
Header 



28 



Fig. 3 



4/4 



FFP 

PROGRAMMING 



17-1 



Identify all the Protocol 
fields of interest 



Determine Packet Type and 
Filter Conditions 



Construct Filter Mask 
depending on Filter 
conditions and Packet Tvoe 



Select Inclusive or Exclusive Filter 
Depending on Problem Type 



17-2 



17-3 



17-4 



17-5 




Construct Rules Table Entry 17-10 



Insert this Entry into Rules table 17-1 1 



Fig. 5 



